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A Brief Introduction to Free Software and Information Security
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‘Sunlight is the best disinfectant’, said Louis Brandeis. In a world governed by
software, this translates to “trust depends on the availability of source code”.

GNU/Linux and other open source applications are used throughout this class to
explain concepts in computer security. Students need to bring their own notebook
computer and an empty flash drive (>= 16G) for booting linux.

The class will be held in a non-computer lab using each student’s own notebook
computer. Command line is heavily used. A small part of the course requires an
android phone. Students are advised against taking this class if their hardware cannot
meet the requirements.
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security measures for mobile phones

creating and using bootable linux flash drive

security measures for browsers

asymmetric encryption concepts and applications
awareness of social engineering and other security issues
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